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A step forward for data 
management: 

ASEAN Data 
Management Framework 
and ASEAN Model 
Standard Contractual 
Clauses for Cross Border 
Data Flows

On 30 November 2021, the Personal Data Protection Commissioner issued an advisory 
recognizing the adoption of the ASEAN Data Management Framework (“DMF”) and the ASEAN 
Model Contractual Clauses for Cross Border Data Flows (“MCCs”) which were approved during 
the 1st Association of ASEAN Digital Ministers’ Meeting hosted by Malaysia on 22 January 
2021 with the aim to enable harmonized standards for data management and cross border 
data flows within ASEAN. 

The DMF is primarily designed to provide guidance based on best practices to private 
organizations and businesses operating within ASEAN Member States, particularly small 
and medium enterprises, to implement a data management system which includes data 
governance structure and appropriate data protection safeguards based on the purpose of 
data sets throughout its lifecycle. It is intended to be adapted to varying business needs for 
adoption and tailoring by the organizations and businesses to their own systems of managing 
data. With a DMF, organizations would be better equipped to manage and protect data 
adequately and instil trust and confidence in their customers and business partners while 
leveraging the use of data to drive business growth.
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In essence, the DMF introduces six foundational components 
which are consistent with globally recognised personal data 
protection and privacy management programmes, aimed to 
enable organizations to leverage on a corporate governance 
structure to define, manage and monitor their data 
management processes. These foundational components 
are briefly summarised as follows:-

•	 provide proper governance and oversight in 
implementing and executing the DMF;

•	 develop data management policies and procedural 
documents;

•	 establish a data inventory;
•	 assess the impact and risk to organization 

using different impact categories if the data is 
compromised;

•	 design and implement risk-based controls that are 
commensurate to the potential impact of the data 
being compromised according to data lifecycle; and

•	 monitor, measure, analyze and evaluate the DMF 
components implemented to keep it up-to-date and 
optimized.

The MCCs are template contractual terms and conditions 
which may be used in agreements between organizations 
and businesses operating within ASEAN Member States that 
involve transfer of personal data across borders. While the 
MCCs are primarily designed for intra-ASEAN flow of personal 
data, these clauses may also be adapted for transfers 
between businesses intra-country in ASEAN Member States 
or transfers to non-ASEAN Member States.

The MCCs comprise two sets of contractual terms to cover 
situations involving controller-to-processor transfer and 
controller-to-controller transfer. These clauses which are 
intended to be the minimum standards, set out the baseline 
responsibilities, required personal data protection measures 
and related obligations of the parties based on the principles 
of the ASEAN Framework on Personal Data Protection (2016) 
and may be adapted and modified in accordance with any 
specific requirements of domestic laws.
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For further information and advice on this article and/or on any areas of IP & Technology, please contact 
Lee Lin Li at linli.lee@taypartners.com.my

CHONG KAH YEE 
Senior Associate           
kahyee.chong@taypartners.com.my

LEE LIN LI
Partner, Head of IP & Technology Practice Group
linli.lee@taypartners.com.my

The DMF and MCCs are developed for voluntary 
adoption by ASEAN Member States and organizations 
operating therein and hence are non-binding. However, 
organizations and businesses are encouraged to adopt 
the DMF and MCCs as these are vital resources and 
tools to be utilized in data-related operations to build 
a brand of trust, transparency and accountability with 
business partners and consumers and to meet data 
protection standards and requirements of foreign clients 
besides assuring a comparable level of protection and 
safeguards to the data held by the organizations and 
businesses. 

As Malaysia has embraced the DMF and MCCs, 
organizations and businesses with digital and data-
driven operations should take heed of the need to 
develop appropriate and robust systems of handling 
and managing data documented in the form of 
policies or to review and update their existing policies 
taking into consideration the guidance provided in 
the DMF to ensure adequate data security is in place. 
It is also important for multinational companies and 
organizations dealing with cross-border transactions to 
incorporate and adapt the MCCs in their agreements 
with appropriate modifications subject to Malaysian 
laws to ensure any transfer of personal data across 
border is conducted in a manner that is compatible 
with applicable legal requirements besides conducting 
due diligence on the other parties, including service 
providers, business partners and customers, to ensure 
they meet the requirements of the MCCs. 
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In late 2020, the Central Bank of Malaysia (“CBM”) had introduced the 
Licensing Framework for Digital Banks (“Digital Banking Framework”). ‘Digital 
banking’ is described as a banking business which is carried on wholly or 
almost wholly through digital or electronic means and extends to cover Islamic 
digital banking. Following the launch of the Digital Banking Framework, the CBM 
had received by middle of 2021 a total of 29 different applications. Among the 
29 applicants, Sea Group-YTL Berhad, Grab-Singtel, RHB Group-Axiata, Green 
Packet and iFAST are some of the notable applicants. Notwithstanding the large 
number of applications, the CBM will only be granting 5 digital banking licenses 
and the CBM is set to announce very soon in early 2022 the 5 successful 
applicants. With this, Malaysia will take the place of being the second country 
after Singapore in ASEAN to issue digital banking licenses. 

As we await the announcement of the successful applicants of the digital 
banking licences, the CBM is now looking to introduce a licensing framework 
for digital insurers and takaful operators as an extension to the world of digital 
banking. At the start of the new year on 4 January 2022, the CBM had issued 
a discussion paper for the proposed framework (“Proposed Framework”) to 
obtain feedbacks from all stakeholders, interested applicants and the public. 
All feedbacks are to be submitted to the CBM by 28 February 2022. Under the 
Proposed Framework ‘digital insurance business’ and ‘digital takaful business’ 
means the insurance and takaful business, respectively, which is carried on 
wholly or almost wholly through digital or electronic means. 

Digital Insurers & 
Takaful Operators
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Schrems II and the GDPR – where does Malaysia stand?

At present, it has been identified that the insurance and takaful industry presents many 
gaps, for instance:- 

(a) the lack of financial protection for at-risk groups such as the lower income groups 
who may not have the financial capability to purchase insurance coverage or plan 
for unexpected risk events, small-and-medium enterprises who may not have been 
protected against business disruptions due to unforeseen circumstances such as 
the COVID-19 pandemic or other community groups who may lack the awareness 
and understanding of the importance and need of insurance coverage; 

(b) the absence of affordable and suitable insurance protection coverage for certain 
areas such as cyber threats, business disruptions and climate-related risks 
amongst others in light of the transforming and evolving preferences, lifestyles, 
demographics and needs of society; 

(c) the sole reliance on person-to-person customer service and the limited number 
of touchpoints which results in long turn-around time and inefficiency, especially 
during this season of the pandemic.

In an effort to bridge these critical gaps within the insurance and takaful industry, the 
CBM hopes to introduce the Proposed Framework which sets out the proposed entry 
requirements and key assessment criteria for the licensing of digital insurers and takaful 
operators. 

The CBM has indicated through the Proposed Framework that it would take a keen interest 
in applicants who can demonstrate the following value propositions:- 

(a) Inclusion - applicants who are able to develop and deliver affordable solutions that 
meet the needs of those at-risk groups and increasing access to insurance within 
and throughout the population; 

(b) Competition - applicants who can leverage on the expanding digital technology 
and differentiate themselves from the existing players by offering competitive on-
demand, tailored and innovative solutions that are relevant to the public; and 

(c) Efficiency - applicants who can develop the industry processes and enhance 
customer satisfaction by promoting efficiency.  

In addition to the value propositions, the CBM is also considering a lower minimum paid-
up capital requirement of RM40,000,000-00 at the point of entry on the basis of lower 
operating costs in the absence of physical access points and heavier reliance on digital 
technology which improves cost efficiency and quicker turn-around time for delivery. Having 
said this, digital insurers and takaful operators are still required to comply with the CBM’s 
policy under the Bank’s Risk-Based Capital Framework for Insurers and Risk-Based Capital 
Framework for Takaful Operators in order to ensure prudent management of risks exposures. 
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It should also be noted that to be licensed with CBM under the Proposed Framework, digital insurers and takaful operators 
must establish and maintain a registered office in Malaysia pursuant to Section 46 of the Companies Act 2016. Nevertheless, 
digital insurers and takaful operators are still expected to carry on its operation wholly or almost wholly through digital or 
electronic means. 

CHANG HONG YUN
Partner, Head of Corporate and Commercial Advisory
hongyun.chang@taypartners.com.my

HOONG WEI EN
Senior Associate 
weien.hoong@taypartners.com.my

For further information and advice on this article and/or any areas in banking and finance or corporate and commercial advisory, please contact 
Chang Hong Yun at hongyun.chang@taypartners.com.my
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#MeToo - 
Proving Sexual 
Harassment
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The #MeToo movement which started out as a way for 
survivors of sexual harassment and assault to feel that they 
are not alone, has evolved into a global social movement 
against all forms of sexual abuse.

Back in 1999, the Ministry of Human Resources sought to 
address sexual harassment in the workplace by introducing 
the Code of Practice on the Prevention and Eradication of 
Sexual Harassment in the Workplace 1999, which provides 
guidelines to employers to establish mechanisms to prevent 
and eradicate sexual harassment in the workplace.

In 2012, the Employment Act 1955 (“EA”) was amended 
to recognise sexual harassment at the workplace. Sexual 
harassment was defined as any unwanted conduct of a 
sexual nature, whether verbal, non-verbal, visual, gestural or 
physical, directed at a person which is offensive or humiliating 
or is a threat to his well-being, arising out of and in the course 
of his employment. It became a statutory requirement for 
employers to investigate complaints of sexual harassment.

Sexual Harassment Bill is Long Overdue 

To date, there is no specific statutory recourse for victims 
of sexual harassment in Malaysia.  It was reported that the 
Sexual Harassment Bill may be tabled in Parliament this year. 
Other jurisdictions such as Singapore and Australia have 
specific statutes addressing sexual harassment. In Singapore, 
the Protection from Harassment Act 2014 was passed to 
protect persons against sexual harassment and to create 
offences and provide civil remedies. In Australia, the Sex 
Discrimination Act 1984 was passed at the Commonwealth 
level which made sexual harassment unlawful.  

Without a specific statute, the tort of sexual harassment 
was only introduced in Malaysia in 2016 through common 
law in the case of Mohd Ridzwan bin Abdul Razak v Asmah 
bt Hj Mohd Nor (“FC Decision”). The Federal Court allowed 
a victim’s claim for civil remedies under the tort of sexual 
harassment. The Federal Court affirmed the definition in 
the EA. The Federal Court further held that the recognisable 
hallmarks of sexual harassment are that they are unwelcome, 
taking the form of verbal and even physical. 

March 2022 | legalTAPS 9
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In civil proceedings, the burden of proof lies with the plaintiff on a balance of probabilities. The alleged victim is required to 
show the court that it is more likely than not that sexual harassment occurred.

These unwanted acts often happen in private, where it is unlikely to be any documentary or video evidence. When faced with 
a “he said/she said” scenario, judges have to carefully scrutinise the evidence before them. The trial judge may rely on the 
demeanour of the witnesses to arrive at a decision.

Generally, corroboration and circumstantial evidence may play an important role in such cases. Someone who witnessed 
the victim’s contemporaneous reaction after the incident could be helpful in corroborating the alleged victim’s testimony. 
However, the Federal Court in the FC Decision considered the anxiety and discomfort that the victim would go through against 
the fear of vindictive complaints. The Federal Court held that there is no necessity for corroborative evidence in a tort of sexual 
harassment, making it easier for the victims.

On the flipside, how can a civil claim of sexual harassment be resisted? It is important to note that the main element of a 
sexual harassment claim involves unwanted acts. The conduct complained of may not fall within the legal definition of sexual 
harassment. In establishing whether the conducts are unwanted, it is necessary to consider the context and the previous 
interaction between parties.

Whilst the availability of civil action is a breakthrough for victims who are subjected to sexual harassment, the Sexual 
Harassment Bill is still necessary to criminalise such unwanted acts. Following the global #MeToo movement and the show of 
solidarity with survivors of sexual harassment, will Malaysians finally see a comprehensive Sexual Harassment Bill?

CALEB SIO
Associate 
caleb.sio@taypartners.com.my

LEONARD YEOH
Partner, Head of Dispute Resolution and Employment & Industrial Relations Practice Groups
leonard.yeoh@taypartners.com.my

For further information and advice on this article and/or on any areas of Dispute Resolution and Employment & Industrial Relations, please contact 
Leonard Yeoh at leonard.yeoh@taypartners.com.my
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Statutory Protection for Employees 
Working From Home in Malaysia?

The Covid-19 pandemic has forced millions out of their offices for almost two years and companies have been 
implementing working-from-home (WFH) or remote working arrangements to achieve continuity of service and to 
maintain productivity while safeguarding employees’ health and safety. WFH arrangement offers many benefits and 
flexibility, but who is responsible and what is the extent of liability when an employee is involved in an accident while 
working remotely?

THE CURRENT LAWS 

Under the Malaysian Occupational Safety and Health Act 1994 (“OSHA 1994”), employers have the duty to ensure, 
so far as is practicable, the safety, health and welfare at work of all their employees.  “Place of Work” is defined under 
OSHA 1994 as the “premises where persons work” and “premises” is defined to include any land, building or part 
of any building and any tent or movable structure. However, it is unclear as to whether OSHA 1994 would cover the 
remote working or WFH arrangement. 

The Malaysian Human Resources Minister announced in October 2021 that the ministry has included amendments 
to the Employment Act 1955 on the flexible work/work from home method.It was mentioned that the scope of the 
amendments would be limited to work-related activities within their control, being subjected to the nature of work. It 
means that an employer will only be liable for work from home injuries sustained by their employees if they were doing 
something related to their jobs at the time of the injury. 

The Employment (Amendment) Bill 2021 was tabled in Parliament for first reading on 25 October 2021. The provisions 
on flexible working arrangement in the Bill appear to have been watered down compared to the proposals raised 
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during consultation of the Bill. The Bill merely proposes that 
an employee may apply in writing to his employer for a flexible 
working arrangement to vary his hours, days or place of work. 
In the case of a refusal, the employer shall state the ground of 
such refusal. The government has yet to extend the scope of 
the Employment Act 1955 to include work from home injuries.

The Chief Executive Officer of Social Security Organisation 
(SOCSO), in his statement in March 2021 also assured 
contributors that his agency extended the accident coverage 
to encompass WFH situations in response to the extraordinary 
circumstances caused by the Covid-19 pandemic.

THE UNCHARTED WATERS

To put it simply, an injury that occurs while an employee is 
working from home may be justifiable and valid as an injury 
that takes place during the normal working hours and at the 
normal place of business. However, what is true in theory 
doesn’t always go smoothly in practice.

There would be some inevitable grey areas, like when exactly 
work time begins and ends each day and what would really 
constitute injuries related to jobs. This is especially the case 
when employees put in longer hours to support the business 
and customer needs. Employees may continue working 
beyond their normal working hours and it remains unclear as 
to how the law would protect injuries sustained by employees 
during the extra hours. 

The working location or environment at home does not 
usually have the safety standards in place as compared to 

the office. When employees are working from home, they are 
at risk of getting hurt by unknown objects or broken glass 
on the floor, tripping over random household items, slipping 
on water spilled over or house on fire by an electrical short 
circuit. Many employees do not have a dedicated work station 
at home and they may also find it challenging to share a 
workspace with family or roommates. Safeguarding the 
workplace environment against fires and natural disasters 
can also be difficult for remote employees. 

Another aspect is that WFH may result in employees incurring 
related expenses. The government may need to consider 
imposing legislative requirements requiring employers 
to reimburse employees for reasonable and necessary 
WFH expenses, for instance, stable internet connections, 
additional IT software and hardware and perhaps, ergonomic 
tables and chairs. 

These ambiguities and the blurring of boundaries would need 
to be addressed accordingly as they may post considerable 
hurdles to the proper enforcement and implementation of the 
laws. 

MOVING FORWARD 

Amendments to the existing laws are requisite to cater 
for the new WFH norm but observing how the laws will be 
implemented on a practical level in the future will be “when 
the rubber hits the road”. Duties should be imposed upon 
employees to protect themselves and to cooperate with their 
employers in the implementation and compliance with the 
company’s policy or guidelines on WFH. 

PUA JUN WEN
Associate 
junwen.pua@taypartners.com.my

LEONARD YEOH
Partner, Head of Dispute Resolution and Employment & Industrial Relations Practice Groups
leonard.yeoh@taypartners.com.my

For further information and advice on this article and/or on any areas of Dispute Resolution and Employment & Industrial Relations, please contact 
Leonard Yeoh at leonard.yeoh@taypartners.com.my
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(a) Cloud services are being provided to Bank XYZ. Bank XYZ is an end user.
(b) Cloud services are being provided to Mr. H. Mr. H is an end user.

Update on the regulation of cloud services by

the Malaysian 
Communications and 
Multimedia Commission

Introduction

The Malaysian Communications and Multimedia Commission (“MCMC”) had on 16 October 2021 released an advisory notice 
titled “Cloud Service Regulation Introduced to Increase Accountability for User Data Security and Sustainability of Services” 
(“Advisory Notice”). On 17 December 2021, the MCMC had published an information paper titled “Information Paper on 
Regulating Cloud Services” (“Information Paper”) seeking to provide further clarification on the regulatory framework for 
cloud services under the light touch regulations. We had previously provided a summary of the Advisory Notice and the article 
can be found here (https://taypartners.com.my/cloud-service-providers-licensed-1-january-2022)

Definition of End Users

‘Cloud services’ is defined broadly as “any service made available to end users on demand via the Internet from a cloud 
computing provider’s server”. It is intended to be open and wide in order to cover any cloud service activity provided to end 
users. However, there were some uncertainties as to who would be considered as the ‘end users’ within the ambit of the 
definition. The Information Paper has now provided further clarity. Based on the Information Paper, end user would mean “any 
natural or artificial person the cloud services provided to”. Therefore, not only would it cover any type of cloud service activity 
provided but also a wide category of end users. Examples of illustrations provided under the Information Paper are as follows – 
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Local Presence

Pursuant to the Advisory Notice, persons providing cloud 
services with local presence or through local data centre 
in Malaysia are required to be registered under the ASP 
(C) licence. MCMC has also provided  illustrations of 
categories of persons who are required to apply for the ASP 
(C) licence. One of the illustrations shows that a company 
which does not have local presence and does not 
provide any cloud service applications through local data 
centre to end users is required to be registered under the 
ASP (C) licence. This seems to be rather contradictory as 
there is no nexus to any ‘local presence’ which is a key 
determining factor as to whether a person would be 
required to be registered under the ASP (C) licence. The 
Information Paper has now clarified that the person in such 
a scenario would not be required to be registered

The Information Paper has further clarified that a company 
which is not a locally incorporated company but has a local 
branch is not required to be under the ASP (C) licence. 
MCMC’s rationale is that a local branch of a foreign person 
would not fall within this category on the basis that branches 
of a foreign person is still regarded as a part of the foreign 
person and would therefore be inconsistent with regulation 
23 of the Communications and Multimedia (Licensing) 
Regulations 2000. In that regard, from the perspective of a 
foreign person, it would appear that the licensing requirement 
would not apply to a local branch of the foreign person but 
would apply to a locally incorporated subsidiary of a foreign 
person in Malaysia. 

Reselling Activities 

The Information Paper has further clarified that the licensing 
requirement would not apply to person providing software 
and solutions and to those that are reselling cloud service 
products provided by large cloud service providers. This is 
on the basis that these resellers are merely selling product 
of cloud service providers without having any control on 
the products. The illustrations were also provided for better 
clarification –

(a) Company F is providing software or solutions that is
based on cloud service infrastructure and platform
provided by Company G. Company F would not be
required to be registered under the ASP (C) licence.
Company G would be required to be registered under
the ASP (C) licence if it has local presence.

(b) Company H is an agent reselling cloud services of
Company I. Company H would not be required to
be registered under the ASP (C) licence. Company
I however would be required to be registered under
the ASP (C) licence if it has local presence.

Implementation of Regulation

Pursuant to the Advisory Notice, it was announced that the 
requirement for registration under the ASP (C) License was 
to be in force beginning 1 January 2022. Pursuant to the 
Information Paper, a grace period from 1 January 2022 to 
31 March 2022 is now allowed in order for company to better 
manage its affairs. The regulation will be in force beginning 
1 April 2022. MCMC would still accept voluntary registration 
during the period.

CHANG HONG YUN
Partner, Head of Corporate and Commercial Advisory 
hongyun.chang@taypartners.com.my

FOONG SOW LYNN
Associate 
sowlynn.foong@taypartners.com.my

For further information and advice on this article and/or any areas of corporate and commercial advisory, please contact 
Chang Hong Yun at hongyun.chang@taypartners.com.my
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